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Even though there has been a lot of innovation in the world of 

Artificial Intelligence, most of the current research efforts are 

focused on developing better algorithms and architectures 

while not much effort into understanding the engineering 

challenges of bringing AI systems to edge devices. This project 

is aimed at understanding the theoretical and practical 

challenges of building AI solutions, best practices and rationale 

for developing, securing and deploying AI into edge devices.

There are techniques like Federated 

Learning for training the model on capable 

devices and update the model parameters 

to the cloud, and Edge2Train which is a 

framework that allows for the training of AI 

models in resource scarce edge devices 

locally and offline. These techniques have a 

lot of potential but they still not always 

applicable to every edge device.

In summary, we covered in this research paper 

the challenges of bringing machine learning to 

edge devices. We covered the different areas 

such as development, deployment, and security 

of ML on edge devices. We touched upon the 

difference of running the model on cloud vs 

locally and the different types of frameworks. In 

terms of security we looked over the types of 

threats that can occur on edge devices and the 

defense for those security threats. Finally, we 

looked at monitoring after deployment of the 

model and wrote on the future work of this 

project. 

Federated Learning 

This ML architecture model is a hybrid between fully centralized cloud 

computing and fully local edge training.

A B

(A)  Deep Neural Network (DNN)

DNNs involves the usage of the matrix 

multiplications with convolutional filter 

operations, which is common in DNNs that 

are designed for image and video analysis

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7273223/

(B) Support Vector Machine (SVM)

SVM is a supervised learning algorithm that 

can be used for both classification and 

regression problem

Create a research paper on machine learning with edge devices by:

· Researching

o The development of AI/ ML models for edge devices.

o The deployment of AI/ ML applications to edge devices.

o How to secure the AI/ ML applications once deployed on edge 

devices.

· Learning how to use LaTex in VSCode to write all research.

· Uploading all research to GitHub.

· GitHub was used to create and 

store all documents relating to the 

research paper.

· LaTex in VSCode was used to 

write down all research for upload to 

GitHub.

· Draw.io was used to create 

diagrams for the research paper.
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Verification

The verification process starts by having our 

CAP 1 students research and review academic 

articles relating to our areas of research, then 

providing the resources to our CAP 2 students 

where they will rereview articles and take out 

important information that will help further our 

research.


